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Trends in Technology: Aligning Record-Keeping and 

Bring-Your-Own-Device Requirements in Rapidly 

Changing Work Environments 
By Eden Marchand. 

 

Students participating in the Information Policy 

course at SLAIS: The iSchool at UBC researched and 

developed policy briefings that covered a wide 

variety of information policy-related topics. The BCLA 

Browser welcomed students to share their briefings 

with Browser readers. 

 

To address employee expectations and promote 

corporate productivity and satisfaction, employers 

are looking towards IT professionals for the rapid 

implementation of Bring-Your-Own-Device (BYOD) 

strategies and solutions. The initialism BYOD refers to 

“business acceptance of the use of personal devices, 

including smartphones and tablets to conduct 

business” (Franks 2012). The ability to use personal 

mobile devices for work, allowing employees flexibility 

by not being confined by the physical office, is 

becoming an expected part of corporate practice. 

Therefore, to address changing needs and 

expectation, organizations are being pressured to 

embrace changing technologies; however, 

employers must not overlook the unintended 

consequences of new technologies, such as their 

ability to control and manage corporate information 

on employee devices. The “rapid maturation of these 

mobile device management components,” 

(“Containerization Showing Promise” 2012) or BYOD 

systems, further emphasize the need for organizations 

to ensure that record-keeping requirements are 

always a central focus of the system rather than an 

after-thought. Without properly controlling or 

managing corporate data and information, an 

organization is risking its ability to comply with legal 

and regulatory requirements to be able to fulfill 

access requests or litigation holds, jeopardizing its 

accountability. Therefore, in order to maintain their 

reputations as reliable businesses and mitigate legal 

risks, organizations must: 

 

 Ensure that information managers and IT 

professionals collaborate during the 

planning, implementation, and maintenance 

of BYOD systems or other trending 

technologies; and, 

 

 Consult current electronic record-keeping 

standards to ensure that corporate records 

are effectively created, captured, and 

maintained so as to ensure their authenticity 

and reliability.  

Aim 

This briefing identifies the need to: 1) incorporate 

electronic record-keeping concerns and standards in 

current BYOD policies; and 2) inform information 

managers and IT professionals on how they can 

bridge the gaps between record-keeping and 

trending technologies. 

 

Scope of the problem 

According to a 2012 survey conducted by Cisco 

Systems, the top-cited challenges of BYOD were: 

 

(1) Ensuring security/privacy of company data; 

and,  

(2) Providing IT support for multiple mobile 

platforms(Cisco Systems 2012). 

While these challenges undoubtedly require 

attention, organizations and their IT professionals 

should consider potential challenges to record-

keeping capabilities during the planning and 

creation of BYOD systems. Many of the systems used 

to conduct business activities and functions are 

capable of creating records, but may lack, or not 

prioritize, proper record-keeping functionalities. An 

ability to adhere to record-keeping requirements will 

allow organizations to: 

 

 Control corporate information and records, 

even if they are stored on employee devices; 

 

 Protect and attest to the authenticity and 

reliability of records; 

 

 Protect their administrative and 

organizational corporate memories; and, 
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 Comply with legal and regulatory 

requirements—such as e-discovery and 

access to information requests—thereby 

avoiding costly lawsuits and maintaining their 

reputations. 

Mobile devices in work environment 

The use of personal mobile devices for work purposes 

is a fast-rising trend that is becoming the expected 

norm of employees.  Cisco System’s 2012 survey 

states that “78% of U.S. white-collar employees use a 

mobile device (e.g., laptop, smartphone, and 

tablets) for work purposes”. Despite the high 

percentage of use by employees, not all businesses 

have BYOD policies in place. However, there are 

widely-acknowledged benefits that are motivating 

employers to adopt organization-wide BYOD policies. 

As noted in the BYOD toolkit created by the White 

House’s Digital Services Advisory Group and the 

Federal Chief Information Officers Council, BYOD 

trends offer several benefits to organizations: 

 

 Addresses the personal employee 

preferences on device usage; 

 

 Creates a mobile work environment; 

 

 Integrates the personal and work lives of 

employees; 

 

 Provides employees with the “flexibility to 

work in a way that optimizes their 

productivity” (Digital Services Advisory Group 

and Federal Chief Information Officers 

Council 2012). 

To meet the changing needs of both employers and 

employees, IT professionals are being asked to 

“integrate new technologies in a rapid, iterative, 

agile, interoperable, and secure method” (Digital 

Services Advisory Group and Federal Chief 

Information Officers Council 2012). Furthermore, this 

integration often needs to be done as efficiently as 

possible so that organizations do not fall behind with 

current technological trends. 

 

 

Current focus of BYOD policies 

While implementing organization-wide BYOD policies 

brings about many concrete benefits, the use of 

mobile devices for work purposes also brings forth 

new challenges. Firstly, IT professionals are charged 

with the task of implementing BYOD strategies and 

solutions in a rapid and efficient manner. Technology 

trends are continuously changing and evolving; 

accordingly, corporate policies and guidelines must 

change and evolve in order to reflect the use of new 

technologies. One of the main challenges of BYOD, 

which has been discussed at length by many 

organizations and stakeholders, is the tension that 

arises between access and security. While the ability 

to work from a mobile device is an appealing idea, 

there are “strong demands for privacy, trust, and 

security among people’s digital identities in an 

increasing number of mobile devices and the 

emergence of a pervasive networking 

environment”(Bormann, Manteau and Linke 2006). 

Because issues of privacy are easy to identify and 

often bring forth an emotional response by 

stakeholders, IT professionals have primarily focused 

on resolving these concerns.  

 

Access and security measures are fundamental to 

implementing successful BYOD systems and should 

be addressed during BYOD planning and 

implementation. However, privacy and security 

concerns have overshadowed a key component— 

the system’s record-keeping capabilities. As defined 

by the Society of American Archivists, record-keeping 

is “the systematic creation, use, maintenance, and 

disposition of records to meet administrative, 

programmatic, legal, and financial needs and 

responsibilities” (Pearce-Moses). A proper record-

keeping system is vital to an organization’s ability to 

meet its legal and regulatory requirements and to 

provide reliable and authentic records upon request, 

such as in the case of a litigation hold. 

Record-keeping requirements in the digital 

environment 

If personal mobile devices are being used to 

complete business activities and functions, BYOD 

systems must not only have record-creating 

capabilities, but record-keeping capabilities as well. 

The ability to ensure that records are effectively 

created, captured, and maintained is increasingly 

important in the digital environment because it is 

interactive and dynamic. The International Research 

on Permanent Authentic Records in Electronic 

Systems (InterPARES) 2 Project, initiated in 2002, has 

built a foundation and baseline for effective 

electronic record-keeping requirements and should 

be consulted.  

Overall, the primary objectives of electronic record-

keeping systems are to ensure that records are 

protected against alteration and loss of any of their 
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original content “whenever they are transmitted 

across space (that is, when sent to an addressee or 

between systems or applications) or time (that is 

when they are in storage, or when the hardware or 

software used to store, process, communicate them 

is updated or replaced)” (Bearman 2006). Therefore, 

records must continuously maintain their authenticity 

and reliability. A record’s authenticity denotes the 

quality of the record; a record can be deemed 

authentic if the record-keeping system can 

demonstrate that the record “is precisely as it was 

when first transmitted”(Duranti, Eastwood, and 

MacNeil 2002). A record’s reliability is linked to its 

ability to stand as evidence for the business activity 

that it is based upon.  

 

In an electronic environment, records are at a high 

level of risk and the preservation of a record’s 

authenticity and reliability must be linked to business 

systems, especially in the case of BYOD systems. In 

the case of BYOD systems, there are additional risks 

to records because they are stored on employee 

devices. 

 

Record-keeping capabilities must be built into BYOD 

systems so that organizations can control and protect 

their records and, ultimately, themselves. In addition, 

proper record-keeping will also support the ability to 

balance the protection of privacy and security 

concerns.  

 

Recommendations for aligning record-keeping 

and BYOD strategies 

Although employers and employees demand rapid 

solutions to support a BYOD-friendly work 

environment, these solutions must consider all of the 

unintended consequences of trending technologies 

and prioritize record-keeping functionalities. The 

alignment of record-keeping and BYOD requirements 

can be improved by promoting collaboration 

between information managers and IT professionals 

through taking steps, such as: 

 

 Engaging both information managers and IT 

professionals in the planning and 

implementation of  BYOD systems to ensure 

that the various stakeholders of corporate 

BYOD systems are considered and that 

record-keeping functionalities are included; 

 

 Hosting training and workshops that allow 

information managers to come up to speed 

with current IT systems; 

 

 Hosting training and workshops that 

introduce IT professionals to information 

management issues; and  

 

 Encouraging information managers to 

engage with system test beds and provide 

feedback to the IT department. 

In addition to promoting collaboration, organizations 

should ensure that these BYOD systems adhere to 

current electronic record-keeping standards and 

best practices. Record-keeping standards include: 

 

 ICA-Req: Principles and Functional 

Requirements for Records in Electronic Office 

Environments; 

 The InterPARES 2 Book; 

 DoD 5012.02 - Electronic Records 

Management Software Applications Design 

Criteria Standard. 

The application of these recommendations will 

ensure that BYOD systems create, capture, and 

maintain corporate data and records, resulting in 

strengthened corporate accountability and 

compliance with legal and regulatory requirements. 
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