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Abstract 

Russia’s operations in the information domain are an integral part of Russia’s 

interactions in the international environment. As one of Russia’s levers of 

national power, information operations work in concert with all other levers of 

national power to achieve a defined list of Russia’s national security objectives.  

Judging from pronouncements, policies, doctrine, and actions, it appears that 

Russia’s objectives are: 1) Protect the Putin regime; 2) Control the post-Soviet 

space; 3) Counterweigh the unipolar actor in the world; 4) Portray Russia as an 

indispensable player in world affairs; and 5) Divide and disrupt the North 

Atlantic Treaty Organization (NATO) and the European Union (EU). Russian 

information operations can be traced through information themes directly to 

those Russian national security objectives.  Some themes can address multiple 

objectives simultaneously, and the methods for communication can differ based 

on the target. However, Russian information operations are not standalone 

activities but work in concert with all other levers of national power to achieve 

Russia’s overarching objectives. 

Information Power and Russia’s National Security Objectives 

Russia’s operations in the information domain are an integral part of Russia’s 

interactions in the international environment.  Those actions, both overt and 

covert, have gained a great amount of attention over the past few years.  Ranging 

from hack-and-leak operations to propaganda spread through Russian 

government-sponsored media, to covert support to foreign political parties, 

Russia has become notorious for using the information domain to both enhance 

its own power and to denigrate the power of its adversaries. For Russia, 

information confrontation is as important as any other kind of confrontation. 

But Russia’s information operations are not a separate lever of national power, 

as is often described in the West (Fabian & Berzins, 2021; Jasper, 2020; 

Snegovaya, 2015). All of Russia’s levers of national power—diplomatic, 



Kevin P. Riehle 

The Journal of Intelligence, Conflict, and Warfare 

Volume 4, Issue 3  

 

63 

information, military, economic, financial, intelligence, and law enforcement 

(DIMEFIL)—work in concert to achieve Russia’s national security objectives.  

This is sometimes vaguely labeled “hybrid warfare” in the West, although Russia 

never uses that label to describe its own actions. Russian writers instead use 

“hybrid warfare” (“гибридная война”) to refer only to what Western powers, 

especially the United States, do to Russia (Bartosh, 2016; Slipchenko, 2002; 

Tsygankov, 2015). In fact, Russia’s harnessing of all its levers of national power, 

including information, to achieve its objectives is neither a newly emerging 

hybrid warfare concept, nor is it unique to Russia. All states choose how to mix 

and apply their levers of national power to achieve their objectives. However, 

Russia’s centralized, authoritarian national decision-making process streamlines 

coordination across multiple levers toward a defined list of national security 

objectives, just as it has done since long before the hybrid warfare concept 

appeared. 

Russian National Security Objectives 

To understand Russian information power, or any of Russia’s levers of national 

power for that matter, we first need to determine what Russia’s overarching 

national security objectives are.  What is Russia trying to achieve?  Russia’s 

actions in the information domain, as well as in any other domain, have a 

purpose—they are directed at advancing some objective.  Judging from Russian 

pronouncements, formal policy documents, doctrine, and actions, it would appear 

that Russia has a discernable list of national security objectives: 

1. Protect the Putin regime.  Putin’s personal security and the prolonging of his 

regime are the foremost national security concerns of the Russian Federation 

government. Russia applies all its levers of national power to achieve this 

objective, focusing heavily on controlling the domestic information 

environment and applying law enforcement and security tools to suppress 

opposition.  This is evident in the use of Russia’s security services to pursue 

and prosecute those who oppose Putin. The 2016 creation of the Russian 

National Guard (‘Rosgvardiya’) and the huge level of resources placed into 

it is also an indication of this priority. Rosgvardiya is made up of internal 

security troops and answers to the Presidential Administration, providing a 

tool for preventing any opposition to the Putin regime from forming either in 

the physical or virtual realms.   

2. Control the post-Soviet space. The 2016 Foreign Policy Concept of the 

Russian Federation places special attention on the nominally (as Russia sees 

them) independent states that formerly made up the Soviet Union (The 

Ministry of Foreign Affairs of the Russian Federation, 2016). Moscow-
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centric organizations, such as the Eurasian Economic Union and the 

Collective Security Treaty Organization, provide mechanisms for Russia to 

maintain control over the economic and security activities of its vassal states. 

Any effort by those states to reduce Moscow’s influence is met with forceful 

Russian reactions across the whole DIMEFIL spectrum, focusing particularly 

on diplomatic, military, financial, and economic. 

3. Counterweigh the unipolar actor in the world. Putin used the phrase “unipolar 

security model” in his now famous 2007 speech at the Munich Security 

Conference (Putin, 2007, para. 15). With that phrase, he was expressing his 

opinion that the United States imposes its will on the world. Russia uses all 

its DIMEFIL levers to reduce U.S. influence in the world, and as we shall 

see, the information lever is particularly prominent in this pursuit, along with 

intelligence. Russia’s growing military and diplomatic collaboration with 

China is also at least partially designed to create a bloc to counter the unipolar 

actor. 

4. Portray Russia as an indispensable player in world affairs.  In contrast to how 

Russia portrays the unipolar actor, the Russian government trumpets what it 

characterizes as its military and diplomatic victories, such as in Crimea, 

Syria, Armenia/Azerbaijan, and in a global pandemic. Russia inserts itself 

into many world conflicts, claiming to be cleaning up what the unipolar actor 

has broken. 

5. Divide and disrupt NATO and the European Union.  Russia uses multiple 

DIMEFIL levers—military, diplomatic, economic, intelligence, and 

information—to portray NATO as a destabilizing factor in Europe and the 

EU as a tottering institution. Russia perceives NATO as a remnant of the Cold 

War world order and as a tool for the unipolar actor to control it. The EU’s 

liberalist political philosophy often confronts Russia’s aggressive self-

interested actions, and Russia uses its levers of national power to cut the EU 

down at any opportunity. 

Russia’s actions, both internationally and domestically, can be tied directly to 

one or more of those overarching objectives.   

The Information Lever 

The information lever applies to some extent in all of those objectives. Russia 

has a consistent set of information themes that it communicates both overtly and 

covertly and through both domestic and international channels that align directly 

with its national security objectives.  Those themes can be summarized as:   
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• Russia is a victim of a concerted, U.S.-led, anti-Russia campaign (США 

проплатили, 2021; Goncharuk, 2021; RIA Novosti, 2018; TASS, 2018; 

The Ministry of Foreign Affairs of the Russian Federation, 2021). 

• Ukraine is a fascist, corrupt state (ARTV News, 2021; Izvestia, 2021b; 

Sokolov, 2021; Volkov, 2021). 

• The United States creates instability in the world (Bartosh, 2018; Bartosh, 

2021; Vesti, 2015). 

• Russia bills itself as the savior of the world during World War II—any 

action that diminishes that is “Russophobia” (Krasheninnikov, 2019; 

Опубликована статья, 2021; RIA Novosti, 2020; Taran et al., 2020; 

TASS, 2019b). 

• NATO is a threat to international security (Посол РФ в Сараево, 2018; 

NBC News, 2014; Reuters, 2014; RIA Novosti, 2022; Vedomosti, 2021). 

• The European Union is on the verge of collapse (EurAsia Daily, 2021; 

RIA Novosti, 2015; TASS, 2019a; Vasilyeva, 2021). 

Those themes reappear over and over again in various forms in Russia’s 

information operations. They are often accompanied by operations using some 

other lever of national power, such as diplomatic or military. But the Russian 

information themes are not random.  They derive from Russia’s national security 

objectives, and one theme might address multiple objectives simultaneously.  

For example, claiming that Russia is the victim of a concerted, U.S.-led, anti-

Russia campaign supports the objectives of protecting the Putin regime, 

counterweighing the unipolar actor, and portraying Russia as an indispensable 

player in the world. Claims that Ukraine is a fascist state support the objective of 

controlling the post-Soviet space, counterweighing the unipolar actor, and 

dividing and disrupting NATO and the EU. The theme that the United States is 

the source of instability in the world is clearly directed at counterweighing the 

unipolar actor, but the theme of Russia being a savior of the world addresses both 

that objective and the objective of portraying Russia as an indispensable player 

in the world. NATO and EU themes are clearly aligned on the objective of 

dividing and disrupting NATO and the EU, but the NATO theme also addresses 

the objective of counterweighing the unipolar actor and portraying Russia as the 

indispensable alternative. 

Counterweighing the United States is clearly a prominent national security 

objective in the information domain, as it is the target against which most of 

Russia’s information themes are directed. 
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Figure 1 

Alignment of Russian Information Themes to Russia’s National Security 

Objectives 

 

Exploitation of Information to Achieve Objectives 

Russia uses its information lever differently in different countries. Russia’s 

choice of how to employ its information lever depends on the nature of the target 

and where that target fits into Russia’s national security objectives. The 

objectives remain the same, but the methods might differ based on the target.  

Often, operations against a single target can achieve multiple objectives 

simultaneously.   

For example, Russia routinely labels Ukraine a fascist and corrupt state.  It does 

this through relentless overt messaging, as well as through covert means.  In the 

covert realm, Russia might launch intrusions into the Ukrainian Ministry of 

Defense e-mail server, as likely occurred in March 2014, when Russia was 

planning its annexation of Crimea.  Once inside the server, Russia inserted fake 

inflammatory e-mails that portrayed Ukraine as the aggressor in the Russia-

sponsored separatist insurgency in Eastern Ukraine, with the backing of a U.S. 

military attaché in Kiev. It then claimed that a hacker group intercepted the fake 

e-mails and revealed them publicly as if they were real (Rid, 2020; Smirnov, 

2014).  The operation was intended to denigrate Ukrainian sovereignty and tie it 

to an aggressive, Russophobic United States. Russia also likely provided 

information support to an anti-Ukrainian campaign during the 2016 referendum 
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in the Netherlands on whether the Dutch parliament would ratify Ukraine’s 

application for an EU Association Agreement. With Russian information 

support, anti-EU Dutch activists portrayed Ukraine as a corrupt, undemocratic 

state that did not deserve closer ties with the EU (Jankowicz, 2020, pp. 123–153).  

In another example, Russia also probably staged an attack on the office of the 

Russian organization, Rossotrudnichestvo, in Kiev in 2018, in which unknown 

intruders left Nazi markings on the walls but caused little other damage.  Russian 

media then claimed the attack was perpetrated by a Ukrainian Nazi group 

(Russkiy Mir Foundation, 2018). Overt Russian press transformed the staged 

covert attack into an anti-Ukrainian information operation.   

The primary objective of these efforts was to damage Ukraine’s attempts to 

express its sovereignty and reduce its dependence on Russia.  Because Ukraine’s 

aspirations run directly counter to one of Russia’s primary national security 

objectives—to control the post-Soviet space—it is worthy of whatever methods 

are available to prevent that from happening.  The Russian government employs 

these information measures in tandem with other levers of national power, 

particularly military. Actions such as covert military operations to shut down 

electrical power generation capabilities in Ukraine in 2016 (Dragos 2017; 

Polityk, 2016), and the even more damaging NotPetya attack in 2017 (Dearden, 

2017b; Griffin, 2017), show the use of the military lever in Russia’s undeclared 

war with that country. Massing troops on the eastern Ukrainian border and 

claiming to be responding to Ukrainian “provocations,” as is occurring in late 

2021, demonstrates the use of information and military levers in concert. 

But secondarily, those same information operations also address other Russian 

national security objectives. The e-mail hack-and-leak could be used to show 

how the United States is a destabilizing factor in the world by claiming U.S. 

backing of Ukraine’s activities. The Netherlands operation could be used to 

divide and disrupt NATO and the EU by accentuating divisions within the EU 

regarding Ukraine’s worthiness to receive an EU Association Agreement.  While 

Ukraine is the primary target, the same operations can address several other 

targets simultaneously.  
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Figure 2 

Tracing Russian Information Operations in Ukraine to Information Themes to 

National Security Objectives 
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Channels 

Russia uses a variety of information channels to communicate these themes to 

achieve its objectives, ranging from overt press and diplomatic statements, to 

press statements supported by clandestinely acquired information, to covert 

placement of information without any tie back to Russia. 

Russian Media Channels 

Russia uses overt media channels when it has no intention of hiding the Russian 

hand behind the information activity. It may feed clandestinely collected 

information into overt broadcasts—it does not acknowledge the Russian 

collection of the information—but no attempt is made to hide the Russian hand 

in disseminating it. 

For example, Russia routinely issues public criticism of U.S. and NATO military 

exercises and activities in Europe, calling them threatening, destabilizing, and a 

challenge to Russia—directly addressing several national security objectives 

(Izvestia, 2021d; Izvestia, 2021f; Izvestia, 2021g). Russia uses its criticism as 

justifications for actions using other levers of national power, such as large-scale 

military exercises on the border with NATO, military build-ups along the 

Ukrainian border, military and diplomatic support to Belarus, and military 

modernization across Russia (Izvestia, 2021c; Izvestia, 2021e). Russian media 

also spread narratives that blame the United States for COVID-19 and claim that 

COVID-19 will bring the end of the EU—similarly addressing multiple national 

security objectives (Emmott, 2020). These are accompanied by Russian 

diplomatic moves to support Russia’s European allies while isolating countries 

that oppose Russian policies (AP News, 2021; Holroyd, 2021; Izvestia, 2021a; 

Portyakova, 2021; Reuters, 2020). These actions support all of Russia’s national 

security objectives in some way or another. 

Covert Channels 

Russian covert actors have also created illicit channels (i.e., DCLeaks) to dump 

politically damaging or salacious material to leaker web sites (i.e., Wikileaks), or 

have created false flag actors that hide the Russian hand behind both the 

collection and dissemination of the information. These align closely with the 

Soviet Union’s Cold War-era concept of “active measures”, and often involve 

the theft and selective release of information or the falsification of information. 
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• In 2015, about a dozen U.S. congressmen received e-mails claiming to be 

from an organization called Patriot of Ukraine, saying that the Ukrainian 

military was corrupt and asking for the United States to replace Ukrainian 

military leaders with U.S. and NATO officers. The e-mails possibly 

originated with a GRU Unit 54777, which is responsible for 

psychological operations (112 Ukraine, 2018b; Troianovski et al., 2018).  

• In 2016, Russian intelligence services conducted a hack-and-leak 

operation targeting Democratic National Committee and Hillary Clinton 

election campaign.  The services created the leaker website DCLeaks to 

distribute the information. This became the most widely publicized covert 

Russian information operation in the post-Soviet era (Rid, 2020, pp. 383–

385). 

• In 2016 and 2018, Russian intelligence services conducted a hack-and-

leak operation targeting the World Anti-Doping Agency, related to the 

banning of Russian athletes in reaction to a Russian-government 

sponsored athlete doping program (Cimpanu, 2020; USA v. Aleksei 

Sergeyevich Morenets et al., 2018; World Anti-Doping Agency, 2018). 

The leaks involved stolen information regarding non-Russian athletes 

who had obtained authorization to use various substances for health 

reasons, and Russian trumpeted the revelations as showing a Russophobic 

double standard. This was probably followed by the infamous Olympic 

Destroyer covert sabotage operation, which disabled the computer 

systems that ran the 2018 Seoul Korea Olympics (Greenberg, 2019). 

• In 2017, Russian intelligence services conducted a hack-and-leak 

operation from the Emmanuel Macron campaign in France, in which 

Russia dumped material into leaker websites (Almasy, 2017; Dearden, 

2017a). 

• In 2017, a possibly GRU-linked illicit Twitter site called Anonymous 

Bulgaria disseminated likely Russian disinformation, including claims 

that the United States sent weapons to ISIS in Syria (Anonymous 

Bulgaria, 2015; Bellingcat Investigation Team, 2019). 

The Russian government disclaims any responsibility for these actions, although 

investigations have led back to Russia in all of those cases.  These operations 

supported multiple Russian national security objectives, including countering the 

unipolar actor, denigrating NATO and the EU, and controlling the post-Soviet 

space. 
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Non-Russian Overt Media Channels 

Russian information operations insert politically damaging or divisive 

information into non-Russian media sites, such as newspapers and social media 

sites, to exploit existing dissention or create confusion.  In some cases, the media 

sites are prominent, such as Facebook or Twitter, and draw a great amount of 

attention.  In other cases, the media sites are obscure and attract little attention 

themselves but offer Russian media the opportunity to cite them as supposedly 

corroborating sources to further disseminate the information. This method is 

similar to the infamous Operation Infektion AIDS active measures operation of 

the 1980s, in which the KGB inserted a Soviet disinformation narrative into a 

non-Russian media channel initially—a small newspaper in India—and then later 

broadcast it via Soviet news media (Boghardt, 2009). 

• In 2014 and 2015, Russia launched a disinformation campaign in reaction 

to the shootdown of Malaysian Airlines flight 17 over Ukraine. The 

campaign involved multiple conflicting explanations disseminated over 

multiple channels, many of which were obscure, but which were 

subsequently echoed in Russian media (Nest, 2015; Shandra, 2016).  The 

objective was to confuse the issue and point fingers away from Russia.  

Russia applied its law enforcement lever in 2017 in parallel with this 

information campaign, according to Ukrainian media, by arresting a 

Russian army colonel who may have been able to provide information 

about the crash, thus eliminating him as a possible witness for the Dutch 

investigation of the incident (Дело МН17: ФСБ, 2017). 

• In 2015 and 2016, a Russian group purchased Facebook and Twitter ads 

in the lead-up to the U.S. election. The ads portrayed inflammatory 

messages, many of which supported multiple sides of the same divisive 

political issue in the United States (Shane & Goel, 2017; U.S. House of 

Representatives Permanent Select Committee on Intelligence, n.d.). 

• In 2017, reports arose alleging that German soldiers raped a teenager in 

Lithuania; there was no truth to the inflammatory allegations, but they 

were disseminated via e-mail nevertheless (Deutsche Welle, 2017a; 

Deutsche Welle, 2017b). 

These actions supported the national security objectives of portraying Russia as 

a responsible world actor, countering the unipolar actor, and denigrating NATO.  

An item may start in one channel and then be reinforced in the others.  For 

example, information about U.S. political campaigns leaked through illicit 

channels was later reinforced through Russian media channels and fed to non-
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Russian media. Regardless of the channel, the information operations can be 

linked to one of Russia’s primary themes, and thus directly to Russian national 

security objectives. Additionally, actions related to other levers of national 

power, including diplomatic, military, and law enforcement, occurred alongside 

several of these information operations to achieve the same national security 

objective.   

Conclusion 

Russia uses its information lever aggressively to achieve its national security 

objectives, and individual information operations can address multiple objectives 

simultaneously.  However, Russia’s actions in the information domain are just 

one of Russia’s DIMEFIL levers. Although Russia’s information operations have 

attracted a great amount of attention, they do not act alone. Russian diplomatic 

activity has addressed many of the same information themes, Russia has justified 

its military aggressiveness based on narratives regarding NATO and U.S. actions, 

and Russian covert sabotage operations have occurred in the same space as 

information activities. Rather than some novel hybrid warfare concept, Russia 

simply marshals and coordinate all its levers, including information, toward a 

defined list of national security objectives. As an authoritarian state with a highly 

centralized and personalized national security decision making process, it is 

easier for Russia to do that than it is for democratic states that have multiple 

competing constituencies.  
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