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Abstract

As technology has advanced and our world has become increasingly
interconnected, cyberspace has become a key battlefield in great-power
competition. The Indo-Pacific has found itself vulnerable in this new reality —
the paucity of institutions, heterogeneity in levels of development, and the region
being the primary zone of US-China competition fueling these vulnerabilities.
Cyberspace provides a multitude of security threats posed by states, non-state
actors and state-sponsored actors. Despite this, cybersecurity takes a backseat to
other security issues despite its critical importance. Using the concept of neo-
middle power diplomacy, this paper examines why the limited cybersecurity
cooperation among middle powers in the Indo-Pacific has taken the shape it has.
This paper finds that the two most promising areas of cooperation for middle
powers are through confidence-building measures and capacity-building
measures. Through actively pursuing these two measures, middle powers can
become more effective, capable, and autonomous stakeholders within the Indo-
Pacific.
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COVID-19, the war in Ukraine, and the economic ascent of China and the
resulting rising tensions between China and the United States have contributed to
the deterioration of the post-Cold War international order. The cyber domain has
not found itself stagnant or immune considering these developments. In tandem
with these global events, we have witnessed a record high in the number of cyber-
attacks reported around the globe targeting both state and non-state actors
(Callanan et al., 2022). Data provided by the Harvard Business Review notes that
data breaches in both private and public sectors continue to increase on a year-
by-year basis, with a 20% increase in 2023 resulting in 360 million people falling
victim to these attacks (Madnick, 2024).

Figure 1
Incidents by region 2020-2022
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Additional data suggests that since 2020, the Indo-Pacific has been the most
targeted region in the world. IBM’s X-Force annual report shows that Asia was
the most attacked geographical location in the world in 2021 — over 26% of
global attacks targeting the region — with an estimated 80% of organizations in
the region having been hit by ransomware attacks (IBM, 2023; Kimhy & Tribbey,
2022). Cyber cooperation in the region has remained limited, despite hosting
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several of the world's foremost cyber powers, such as the United States, China,
South Korea, Australia, and middle powers capable of coalition building (Kim,
2022; Voo et al., 2022). Most notably, there has yet to be developed a multilateral
framework regarding cyber conflict as it relates to regional security (Richey,
2022). Due to this rising tide of cyber threats, middle powers and the role they
play in shaping regional security becomes increasingly crucial.

What are middle power states and how do they act diplomatically to secure their
interests? Modern conceptions of middle power have been built on the blocks laid
by Chapnick and others, such as Cooper, Higgott, and Nossal following the Cold-
War period. Often, this conceptualization consists of adapting Chapnick’s three
models of middle powers and either redefining the existing models or adding new
ones to better reflect their contemporary realities. The three models of middle
powers put forth by Chapnick are the functional model, the behavioral model,
and the hierarchical model (Chapnick, 1999).

The functional model of middle powers revolves around the capabilities and
functions of a state. This model weighs and evaluates states by the influence they
can exert in international affairs in specific situations, as well as by their status
which fluctuates according to a state’s level of political and economic strength
relative to the great powers of the time. The hierarchical model views middle
powers under the lens of an international hierarchy of states with three differing
strata or classes, defined by a state’s objective capability, asserted position, and
recognized status within a hierarchical, stratified international system (Dewitt &
Kirton, 1983). This hierarchical model can best be understood in the Indo-Pacific
through a viewing of the Lowy Institute’s Asia Power Index. According to this
index, there are three different strata of states in line with the hierarchical, or
empirical model, namely: super powers; middle powers; and minor powers
(Lowy, 2023). The middle powers within the region that the Lowy Institute
identifies according to their methodologies accounting for capabilities and
influence are in descending order of power: Japan; India; Russia; Australia; South
Korea; Singapore; Indonesia; Thailand; Malaysia; Vietnam; New Zealand,
Taiwan; Pakistan; Philippines and North Korea (Lowy, 2023). As explained by
Nagy and Ping in their Australian Institute for International Affairs essay, this
empirical model furthers the hierarchical model by not only comparing the
middle powers to super and minor powers, but amongst themselves as well.
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However, it says nothing about their behavior, the nature of diplomacy, as well
as the convergences and divergences amongst them (Nagy & Ping, 2023).

The behavioral model is centered on the idea that middle powers are defined
through their behavior on the international stage and how they act in ways that
either we assume they should act or in ways we prescribe to middle powers. This
is a slightly outdated view, predicated on the notion that middle powers behave
in ways aligned with the existing liberal international order — championing
human rights, human security, and an overall morally centered foreign policy.

Jonathan Ping’s hybridization theory is perhaps the most significant evolution in
middle power theory in recent times. Ping asserts that middle powers are
intrinsically hybridizers and that middle power statecraft and the perceived
powers of middle powers are fundamentally different in comparison to great and
small powers (Ping, 2017). This theory, unlike its predecessors, accounts for the
diverse range and behavior of middle powers who are otherwise united under this
label, from Canada and Australia to Indonesia and Malaysia, by taking into
account the hybridisation of their respective middle power statecraft and
perceived power. What this means is that states will hybridize external sources
for the purpose of creating new and unique forms of statecraft and perceived
power in order to compete successfully against their neighboring middle powers,
lest they become vulnerable and potentially overtaken (Ping, 2017). Unlike
Chapnick and others who put forth a functional model of middle powers, Ping
contests that their power comes from a variety of factors that include strategic
territory, military and economic resources, ideology, and levels of economic
development. Additionally, Ping asserts that you cannot define a middle power
according to a formula or model, rather, identification is based most strongly on
the ability of the definer (Ping, 2017).

This evolution in the theorization and definitions of middle powers reaches its
culmination for us in the form of neo-middle power diplomacy. Providing for us
both a unique and practical lens to understanding the capabilities of middle
powers in coalition building and cooperation, and key to discerning how middle
powers understand the domain of cyberspace and its associated threats to national
security, Stephen Nagy defines neo-middle power diplomacy as:
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Proactive foreign policy by middle powers that actively aims to shape
regional order through aligning collective capabilities and capacities.
What distinguishes neo-middle power diplomacy from so-called
traditional middle power diplomacy is that neo-middle power diplomacy
moves beyond the focus of buttressing existing international institutions
and focusing on normative or issue-based advocacy such as human
security, human rights or the abolition of land mines, to contributing to
regional/global public goods through cooperation, and at times in
opposition to, the middle powers’ traditional partner, the US. Areas of
cooperation [may include] ... maritime security, surveillance, HADR,
joint transits, amongst others (Nagy, 2020).

As Domingo notes, cyber capabilities are critical tools for those who call the
Indo-Pacific home, primarily due to the continuing heightening of the
geopolitical rivalry between the United States, China, and their allied countries
in the region (Domingo, 2022). This geopolitical rivalry between the two
“superpowers” to expand their reach and influence in the Indo-Pacific is, as
Domingo notes, a key factor in contributing to the growing importance of cyber
capabilities — in addition to the acquisition of cyber capabilities to further
domestic goals at home, such as the consolidation of domestic political systems
and political repression by authoritarian states. According to Belfer’s National
Cyber Power Index, cyber capabilities can be measured in the context of seven
national objectives: financial; surveillance; intelligence; commerce; defense;
information control; destructive; and norms (Voo et al., 2022). Countries across
the globe find themselves having greater cyber capabilities in regard to the
fulfillment of specific national objectives compared to others. Examples in the
region include the DPRK and their capability in amassing and protecting wealth
for the financial objective; China and Vietnam’s surveillance capabilities; as well
as Singapore’s capabilities in intelligence collection (Voo et al, 2022). However,
unlike the great powers of the United States and China, the majority of the
countries that call the Indo-Pacific home are small and middle powers, states
without the resources and capabilities necessary to shape cyberspace and
discussions on cybersecurity by themselves. Additionally, the Indo-Pacific and
the countries and multilateral groupings within the region are not homogeneous.
Rather, they are incredibly diverse. A common problem and misunderstanding
when discussing small and middle powers in the Indo-Pacific — states other than
the United States and China — is the tendency to group them into factions, a
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paradigm of West versus non-West, liberal democracies versus authoritarian
dictatorships, those aligned with the United States and those aligned with China.
One needs look no further than the states that make up ASEAN to see the
insufficiencies in such an outlook. Contained within ASEAN are a multitude of
soft authoritarian states, states assumed to be client states, and even a state
undergoing a coup. Looking past the two great powers in the region, the Indo-
Pacific is neither homogeneous nor dichotomous.

Despite this, a discussion on cyberspace, cybersecurity, and the region as a whole
cannot take place without the inclusion of these incredibly diverse middle powers
and their role within the Indo-Pacific in shaping the discussion on cybersecurity.
These small and middle powers find themselves locked in a battleground between
the United States and China, with both great powers vying for their support in
shaping an Indo-Pacific that is in line with their own respective visions, often to
the disinterest of the states in the region who wish not to get caught up in this
great power rivalry, seeking to balance and hedge against them instead (Nagy,
2022).

As such, in this paper, we seek to analyze the capabilities of middle powers in
cyberspace through the lens of neo-middle power diplomacy, examining the
multitude of threats these states face from cyberspace, and how these states can
cooperate within the Indo-Pacific with the aim of securing a safe and prosperous
region for all. As part of this, this paper seeks to examine the research puzzle of
why middle powers in the Indo-Pacific engage in both confidence building
measures and capacity building measures through the lens of neo-middle power
diplomacy in order to understand how middle powers in the region are engaging
in cooperation.

Cyberspace and Middle Powers

Cyber as a concept is one that is complex, containing multiple sub-concepts and
sub-definitions. Ottis & Lorents propose their own definition of cyberspace,
unique in its formulation through the inclusion of time-dependence. Citing
Strate’s concept of cyberspacetime, defined as “the totality of events involving
relationships between humans and computers, between humans through
computers, and between computers themselves.” (Strate, 1999) Ottis & Lorents
identify that this definition is lacking as it fails to consider the inherent dynamic
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nature of cyberspace, and instead holds cyberspace as a static setting in its
encompassing of the collective nature of cyberspace in its entirety (Ottis &
Lorents, 2010).Viewing existing definitions of cyberspace as too vague or even
incomplete, as well as not considering the dynamic nature of cyberspace, they
propose a definition of cyberspace that states “cyberspace is a time-dependent set
of interconnected information systems and the human users that interact with
these systems" (Ottis & Lorents, 2010). Sharing in this definition with Lehto’s
later definition is the inclusion of human users. This inclusion is crucial for Ottis
& Lorents, asserting that as a human created space, it is one that becomes stagnant
and further ceases to exist without human users. Yet for them, it is the dynamic
nature of cyberspace that is the key in their formulation of cyberspace —
asserting that dramatic changes can take place in an extremely short time in
cyberspace in comparison to other time-dependent systems As such, they define
time-dependence as “the change in the structure and content of cyberspace over
time” (Ottis & Lorents, 2010). This additional concept of time-dependence
becomes increasingly important as technology continues to develop and we are
introduced to augmented realities, such as the metaverse.

Following this, cybersecurity, at its core, is a very broad term with crossover in a
variety of different fields and disciplines with cyberspace at its core. Wanting to
utilize a definition that incorporates all of the above aspects and embodying a
multisectoral approach, for the remainder of this paper we shall utilize the
definition of cybersecurity put forth by Fang which is as follows:

Cyberspace security involves security issues that exist in electromagnetic
equipments, information communication systems, operating data and
system applications in cyberspace. It must not only protect the ICT
system—including the Internet, various telecommunication networks and
communication systems, various communication systems and radio and
television networks, various computer systems, and embedded processors
and controllers among various key industrial facilities—and data carried
by it from being attacked, but also prevent against and cope with risks
concerning political security, national defense security, economic
security, cultural security, social security and the like, which result from
the use or abuse of the ICT system. Dealing with those risks needs
comprehensive means such as law, management, technology and self-
discipline, so as to guarantee confidentiality, identifiability (including
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integrity, authenticity, and non-repudiation), availability and control of
the ICT system and the data carried by it (Fang, 2018).

Capabilities of Middle Powers

As Domingo notes, to effectively explore the utility of cyber capabilities and how
they can affect our reality and policy choices outside of cyberspace, it is essential
to assess the cyber capabilities of states under the lens of foreign policy and how
they can serve as foreign policy instruments to pursue national interests
(Domingo, 2022). Yet, what are the capabilities and intentions of the middle
powers in the Indo-Pacific? As previously mentioned, the region is far from
homogeneous, and as such the capabilities and intentions of middle powers that
call the region home can differ drastically. However, by and large, Kim notes that
middle powers seek to exercise, gain, and maintain collective power through
coalition building (Kim, 2014). Here, he notes the role of South Korea in
performing the role of a middle power through the theory of network diplomacy
to advocate for middle powers to attract as many like-minded countries as
possible to attain their goals in cyberspace, becoming a broker in the sector of
cybersecurity (Kim, 2014). As Richey has established, there has yet to be
developed a multilateral framework regarding cyber conflict as it relates to
national security despite the Indo-Pacific and the globe at large facing national
security threats from the increasing sophistication of cyber capabilities and cyber
conflict (Richey, 2022). However, the role of middle powers as coalition builders,
in line with neo-middle power diplomacy, pushes us beyond the focus of
buttressing existing international institutions, to instead contributing to
regional/global public goods through cooperation. Most of the time, this role
finds itself aligned with the United States and the international liberal order, yet
this is not a requisite alignment.

Middle powers are key to the regional discussion of cybersecurity and for any
future of coalition building and cooperation. The Belfort Center for Science and
International Affairs at the Harvard Kennedy School in their 2022 National
Cyberpower Index has ranked three middle powers in the Indo-Pacific as
members of the top 10 of international cyberpowers, these middle powers being
Australia, The Republic of Korea, and Vietnam (Voo et al, 2022). Additionally,
a multitude of countries that define themselves as Indo-Pacific nations find
themselves within the top 10 in certain areas of cybersecurity. However, how is

The Journal of Intelligence, Conflict, and Warfare —
Volume 7, Issue 1 DIGITAL PUBLISHING



Thomas J. Murphy and Stephen R. Nagy 9

cyber power defined? Nye defines cyberpower as “a set of resources that relate
to the creating, control and communication of electronic and computer-based
information — infrastructure, networks, software, human skills” and refers,
behaviourally, to ‘the ability to obtain preferred outcomes through the use of the
electronically interconnected information resources of the cyber domain” (Nye,
2010). Following this, scholars such as Dunn Cavelty remark that there is a
widespread agreement in the relevant literature that cyberpower as a concept can
be utilized to produce outcomes preferable to an actor's national interests as well
as effects created through cyber instruments that lay outside the cyber domain
(Dunn Cavelty, 2018). There is widespread agreement in the literature that
cyberpower can be used to produce preferred outcomes within cyberspace or it
can be linked to effects created through cyber-instruments outside cyberspace
(Dunn Cavelty, 2018). The region finds itself with a relatively high level of
competence and expertise in cybersecurity. However, the key to this
understanding of middle powers and their cyber capabilities is that their cyber
power is not primarily military leaning in scope. Rather, they are more focused
on economy, information, and development. As seen from IBM’s Security X-
Force Threat Intelligence Index 2023 report, the manufacturing, finance, and
professional services industries are the most targeted by cyberattacks (IBM,
2023). The Indo-Pacific finds itself uniquely affected, with the manufacturing
and development industry accounting for 48% of all cases in the region. Another
key feature of the Indo-Pacific region is the vulnerability of its governments, with
government entities within the Indo-Pacific making up 50% of all government
targeted cyber-attacks in 2022 (IBM, 2023).
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Figure 2
Share of attacks by industry 2018-2022
Share of attacks by industry 2018 — 2022

Industry 2022 2021 2020 2019 2018
Manufacturing 24.8% 23.2 17.7 8 10
Finance and insurance 18.9% 22.4 23 17 19
Professional, business and 14.6% 12.7 8.7 10 12

consumer services

Energy 10.7% 8.2 11.1 6 6
Retail and wholesale 8.7% 7.3 10.2 16 11
Education 7.3% 2.8 4 8 6
Healthcare 5.8% Bl 6.6 3 6
Government 4.8% 2.8 7.9 8 8
Transportation 3.9% 4 5.1 13 13
Media and telecom 0.5% 2.5 5.7 10 8

Source: IBM X-Force, 2023

Despite these multi-sectoral threats, it is clearly a response to military buildup
and rising tensions that have spurred middle powers in the Indo-Pacific to
advance their cyber capabilities. All of the aforementioned background on the
region, as well as the acquisition and proliferation of conventional military arms,
has inspired an equal level of acquisition and proliferation of cyber capabilities
in the Indo-Pacific to either protect or advance the national and foreign policy
interests of relevant middle powers in the region. Spanning geographically from
the Pacific Ocean to the Western Indian Ocean, the Indo-Pacific is unique in this
aspect for a multitude of reasons, but perhaps the most significant is the
prevalence of enduring rivalries and conflicts in the region by neighboring
countries. South Korea and North Korea, India and Pakistan, Taiwan and China,
all of these conflicts and rivalries are relatively localized, however, as
technological advances within these respective countries occur, the conflict spills
over into cyberspace. Valeriano and Maness note how South Korea has been
compelled to develop its cyber capabilities at a rapid rate to protect its critical
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infrastructure against targeted cyber-attacks from North Korea (Valeriano and
Maness, 2015) and China, (Ernst & Lee, 2021), but also from state-sponsored
groups that launch attaches from these territories (Ernst & Lee, 2021).
Additionally, conflicts between India and Pakistan have found their way into the
cyber domain, usually coinciding in the context of tit-for-tat moves or on
important dates such as Independence Day (Shad, 2019) and the role of Taiwan
in the semiconductor industry makes their cyber defense synonymous with
national defense. Betz adds that national defense has served as a strong motivator
for weaker states, such as middle and small powers, to develop their own cyber
capabilities as military operations that fall outside of the scope of war, such as
peace enforcement and humanitarian assistance also require advanced
capabilities that are reliant on information and communication technologies
(Betz, 2009). Domingo remarks that “cyber capabilities have become a
fundamental prerequisite for states deploying twenty-first-century military
capabilities” (Domingo, 2022).

However, one of the true values of cyber capabilities for middle powers is their
use in protecting non-government interests in cyberspace, including private
companies and civil society, made into an even more pressing area of potential
cooperation among middle powers due to the sheer resource gap between them
and great powers (Domingo, 2022). These sectors are of the utmost priority due
to their contributions to the development of capacity, resources, and norms
necessary for states to manage the power imbalance currently inherent in the
Indo-Pacific as well as the insecurity of the cyber domain in the region (Harknett
and Stever, 2009; DeNardis, 2014; Hoffman and Levite, 2017; Domingo, 2022).
Further, Domingo notes that middle powers like Australia, South Korea, and
Japan do not have the same level of capabilities and resources that great powers
such as the United States and China do, yet they are equally as motivated to
develop their own cyber capabilities to supplement their conventional
military/self-defense weapons (Domingo, 2022). Additionally, most middle
powers in the region, including relatively cyber-strong middle powers such as
Malaysia, (Voo et al., 2022) have developed their own cyber capabilities in a
defensive direction with the protection of non-military interests at the forefront
of their mind, including the defense of the private sector, trade, and diplomatic
channels with neighboring states in the Indo-Pacific (Voo et al., 2022).
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Taken together as a whole, middle powers in the Indo-Pacific view the acquisition
and development of cyber capabilities as a key priority to protect their national
interests, defend their governmental and non-governmental interests — such as
the private sector — and navigate the ever-developing geopolitical rivalry
between the United States in China, lest they be caught in the crossfire. This is
the direction the development of their cyber capabilities is taking, and it is where
they currently lie. Where then can any potential cooperation between middle
powers in the Indo-Pacific take place regarding cyberspace? This paper
highlights two primary areas that cybersecurity cooperation can take place
between middle powers: confidence-building measures and capacity-building
measures, in line with the neo-middle power diplomacy argued by Nagy.

Confidence-Building Measures

Ziolkowski defines confidence-building measures (CBMs) as “an instrument of
international politics, negotiated by and applied between states. CBMs aim to
prevent the outbreak of an (international) armed conflict by miscalculation or
misperception of the risk and by the consequent inappropriate escalation of a
crisis situation, by establishing practical measures and processes of (preventive)
crisis management between States” (Ziolkowski, 2013). Additionally,
confidence-building measures in general contain aspects of transparency,
cooperation, and stability. In defining these three aspects, Ziolkowski states that
transparency measures serve the purpose of fostering a better mutual
understanding between states of national military capabilities and their military
activities, cooperation measures refer to any collaborative effort between states,
including the enhancing of documents, joint military exercises, exchange of
observers, visits between delegations and developing a common understanding
between participating countries of relevant key terms and definitions, and
stability measures deal with the the fostering of predictable military activities and
a stabilization on the military balance between participating countries in order to
better effectively collaborate (Ziolkowski, 2013).

As can be seen, confidence-building measures are traditionally linked to the
military domain and in building confidence, specifically in regard to the militaries
of participating nations. As cybersecurity has risen not only as a military issue,
but a hybrid threat, cyber confidence-building measures have emerged as their
own distinct tool. This can be further correlated to the historical development of
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confidence-building measures as a response to technological innovation and
geopolitical dynamics. Borghard & Lonergan remark that this took place
historically for states to either form their own confidence-building measures or
to go in another direction and to create arms control regimes with the idea of
institutionalizing constraints on new and developing offensive military
technology and to guard against inadvertent conflict and escalation (Borghard &
Lonergan, 2018). They note that at their core, confidence-building measures
provide reassurance through four mechanisms: the increasing of transparency of
military actions; self-imposed limits on security activities; enabling lines of
communication between adversaries; and conveying intent behind a state's
security policies and actions. Borghard & Lonergan note that although
confidence-building measures on their own cannot serve the role or even replace
national technical means of intelligence, they serve to supplement it by enabling
a fuller picture of the relevant parties to the confidence-building measures and to
the significance of a military policy or action than otherwise would have been
available (Ziolkowski, 2018).

Confidence-building measures for cyberspace can be potentially just as effective
as their counterparts in other domains. One such area that would be particularly
effective in regard to cybersecurity is that of political commitments and
alignments. Ziolkowski argues that confidence-building measures for cyberspace
can serve as a powerful tool for political declarations by states that are significant
for the progressive development of international law (Ziolkowski, 2013).
Ziolkowski puts forth a number of suitable measures for confidence building
measures in cyberspace that can serve as a suitable model, drawing from the
Consolidated List of Confidence and Security Building Measures put forward by
the Organisation of American States Permanent Council. Translated to
cyberspace and cybersecurity, these confidence building measures transform to:
“exchange of information on the organization, structure, size, and composition of
computer network operations (CNO) units, advance notice of live hacking
exercises by CNO units, conduct of joint training and exercises between CNO
units, and visits of CNO units and their computer laboratories.” Additional
measures included on the OAS list include: “exchange of defense policy and
doctrine papers, establishment of national points of contact regarding critical
infrastructure protection, exchange information on scientific research, and
exchange of contracts between students, academics, and experts in defense and
security studies” (Ziolkowski, 2013). Measures such as these have already been
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undertaken by middle powers in the region to enormous success. One need not
look further than ASEAN to see this. Under the ASEAN Regional Forum Inter-
Sessional Meeting on Security of and in the Use of Information and
Communication Technologies, 7 confidence-building measures were adopted
over 10 meetings from intersessional years 2018 to 2021. (ASEAN, 2022)

As noted by the Global Forum on Cyber Expertise, the UNGGE in its 2015 report
provided the groundwork for increased involvement of regional organizations
when it comes to implementing confidence-building measures in cyberspace
(GFCE, 2020). Due to their common historical and cultural ties, regional
organizations are uniquely equipped to develop and to effectively implement
these confidence-building measures as opposed to international bodies. Due to
this, it is easier for them to focus on the practical application of confidence-
building measures as well as implementing effective ones that will work
specifically for them, serving to develop the groundwork necessary for enhanced
communication, transparency, and collaboration in cyberspace (GFCE, 2020).
This is reflected in the efficacy of ASEAN’s confidence-building measures in
addressing the primary goals of their measures.

Why confidence-building measures are so key for middle powers in engaging in
cybersecurity cooperation is due to the vulnerability of information shared in
cyberspace. As discussed in a Chatham House seminar hosted by the Yokosuka
Council on Asia Pacific Studies on the topic of creating a more inclusive
AUKUS, reservations in key areas such as information sharing exist and are a
major block toward a middle power’s potential inclusion in the minilateral due to
concerns over their defense and information security capabilities (YCAPS,
2023). These concerns can be alleviated through the sharing of cyber confidence-
building measures among states, enabling middle powers to bolt on to the existing
structures of allies and regional partners, as was the case with Canada and its
bolting onto the QUADs Sea Dragon 21 exercises in 2021 (Paskal, 2021; Nagy,
2022). Additionally, the very nature of cyberspace capabilities may make any
potential cooperation or bolting inherently different, based on the differences
between offensive, defensive, and information-based capabilities, further
necessitating the need for confidence building measures among potential allies.
Through the utilization of cyber confidence-building measures, talks of a QUAD
plus or an AUKUS plus may potentially be realized (Nagy, 2021).
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In addition to confidence-building measures, another type of CBM in which
cybersecurity cooperation can take place between middle powers is capacity-
building measures. As opposed to confidence-building measures, capability-
building measures are more widespread and thought of in foreign policy
discussions. The reasons for these key contributions to nations' cyber-security
agendas are plentiful. Capacity-building measures are closely linked to foreign
direct investment and as such, are a much more popular tool to gain influence in
another state, and the benefits of such investment are often tangible, either in the
alignment of the recipient countries' interests with that of the donor state, or
through increased productivity in the areas of trade, transportation, or
communication. This is double so in the Indo-Pacific region, where there is a
stark divide between developed and developing states, as well as multiple hands
in the donor pot, from developed middle powers, great powers, minilateral and
multilateral regional bodies, and regional banks.

Homburger, in their tracking of the evolving definitions of capacity building,
notes that cybersecurity capacity building is often defined in the relevant
literature as a form of support provided to developing, or recipient countries to
increase access to and benefit from cyberspace from a donor country
(Homburger, 2019). These academic definitions stemming from the literature,
Homburger remarks, find their basis in the traditional concept of capacity
building, which focuses primarily on economic development as the aim of
activities. As such, these capacity-building measures have a heavy emphasis on
the relation between the involved states, oftentimes taking the form of a donor-
recipient relationship as well as a developed-developing dynamic. With this
relationship between donor and recipient in mind, Homburger notes that other
authors define cybersecurity capacity building as “a way to empower individuals,
communities and governments to achieve their developmental goals by reducing
digital security risks stemming from access and use of information and
communication technologies.” Not satisfied with this definition, Homburger
provides for us a more rounded definition, defining cybersecurity capacity
building as “support and assistance aiming at empowering individuals,
communities and governments to reduce risks stemming from access and use of
information and communication technologies.” (Homburger, 2019)

Japan has been focused much more in line with their own capabilities as a middle
power toward cyber capacity-building measures since as early on as 2013, yet in
the role of a regional leader despite their middle power status. Not as single-
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mindedly concerned with shaping the debate on global norms for cyberspace as
China is — although still greatly interested — Japan’s cyber capacity-building
measures have mainly served to push forward their national interests in the shape
of of human resource development, sharing of best practices, cross-border
cooperation, and intelligence sharing through training, starting with the J-
Initiative for Cybersecurity established in 2013 (Malachinski, 2023). As a result,
the three core objectives of Japan’s cyber diplomacy are “(1) the promotion of
the rule of law in cyberspace; (2) the development of confidence-building
measures; and (3) cooperation in capacity building” (Vosse, 2022). Adding onto
these three core objectives, Bimantara puts forth three material drivers for Japan’s
assistance. (1) prestige; in their desired role as a regional leader on cybersecurity
issues, undertaking regional capacity-building measures aids Japan in building
an image in which recipient countries will perceive them as a role model in
capacity-building measures and one that should be emulated in the future; (2)
capacity-building measures are a boon when it comes to “politico-diplomatic”
concerns that further aid their own interests; and (3) through enacting capacity-
building measures in developing countries, they can at the same time promote
economic development, creating an additional and more advanced market for
them to engage with (Bimantara, 2022). Focusing on their cybersecurity strategy,
Vosse outlines the importance of cyber capacity-building in the Japanese context
by framing it alongside their 2018 cybersecurity strategy document and their
many active cyber capacity-building measures currently being undertaken in the
region. These include the establishment and funding of the Japan was central in
setting up and funding the ASEAN-Japan Cybersecurity Capacity Building
Centre (AJCCBC) in Bangkok in September 2018 as well as the Japan-ASEAN
Information Security Policy Meeting. Vosse remarks that Japan’s cyber capacity-
building measures serve to advance their national interests in two main ways:
firstly, through the strengthening of a regional understanding, awareness and
support for an open and free internet and the rule of law in cyberspace through
the improvement of the skills of security-related agencies in the 10 ASEAN
countries, and secondly, in the establishment of a standardized Incident Reporting
Framework across the Indo-Pacific by founding an ASEAN-CERT, a computer
emergency response team (Bimantara, 2022).

From the Australian perspective as it pertains to some academics, the focus shifts
from primarily dealing with establishing norms and rule of law as is the case with
the Chinese perspective, and from dealing partially on the promotion of rule of
law is is the case with Japan, to the “development of managerial, technical, social,
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legal, policy, and regulatory initiatives by a growing ecology of actors to enhance
the resilience of nations to cybersecurity breaches, cybercrime, and terrorism”
(Dutton et al., 2019). The study undertaken by Dutton in 2019 to gauge the
efficiency and value of Australia’s, and every nation’s cyber capacity building
measures, confirmed that building cybersecurity capacity is of value to the larger
economy and society as a whole, noting that elements of cybersecurity capacity
have a strong impact on reducing exposure to security problems by those on the
receiving end of capacity-building measures (Dutton et al., 2019).

Somewhat opposed to the other middle powers in the region, such as Japan and
Australia, Canada’s cyber capacity-building efforts in the region have been more
normative as opposed to pragmatic. As EU Cyber Direct notes, Canada has
quietly developed its own robust cyber diplomacy approach that is primarily
focused on promoting a rules-based international order in cyberspace (EUCD,
2023). Canada’s efforts in securing cyberspace push a strictly national security-
centric outlook to the background in favor of promoting issues of human security.
As noted at the Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security
(United Nations, 2015), Canada endeavors to be able to provide a free, open and
secure cyberspace, a domain that is deemed to be critical to global security,
economic prosperity, but most notably given its concern for human security, the
promotion of human rights, democracy and inclusion. Key efforts in cyber
capacity-building measures from Canada include its partnership with INTERPOL
and its respective initiatives to enhance cybersecurity through the use of forensic
investigation tools and skills in Southeast Asia, as well as their The Canadian
Cyber Threat Exchange, in which actionable information on cyber threats is
shared amongst businesses who have dealings in Canada, and their role as a
founding partner of the Global Forum on Cyber Expertise (Bhatt, 2017).

Moving Forward

Cooperation among middle powers in the Indo-Region is not an endeavor that is
exclusive to states alone, as practitioners and institutions have the potential to
play a meaningful role in establishing cooperation among like-minded partners
at a non-state level. In order to effectively address the challenges the region faces,
it is imperative to consider ways to engage non-state actors through new avenues.
One promising area for cooperation among both practitioners and institutions on
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this front is through the establishment of university consortiums within the Indo-
Pacific aimed at addressing regional cybersecurity issues. These collaborations
can provide a unique platform to facilitate discourse between experts in academia
throughout the region and beyond, allowing for a deeper level of cooperation
between like-minded countries like those mentioned in this paper, as well as
political entities such as Taiwan.

University consortiums, once established, can serve a myriad of purposes that are
beneficial to all involved. Ones such as this could allow those involved to identify
challenges facing the region in regard to cybersecurity, as well as identifying and
sharing methods and best practices to mitigate said challenges. Moreover, such
initiatives can help foster a cyber-aware culture among their members through
focusing on critical areas such as education and literacy. Cooperation on
identification, mitigation, defense, response and educational initiatives can serve
an even greater purpose in reaching the public — vaccinating citizens in open
societies against disinformation through awareness programs in schools, as well
as through public awareness programs in the media. Initiatives such as this could
even be grouped as minilateral engagement groups under the umbrella of larger
frameworks, such as G7, or looking within the Indo-Pacific, the QUAD, with the
goal of leveraging the strengths of practitioners to develop robust and collective
responses to cyber issues.

Conclusion

Neo-middle-power diplomacy at its core is about enhancing strategic autonomy
through pursuing pragmatic, less normative foreign policy — actively aiming to
shape regional order through aligning collective capabilities and capacities. As
our world continues to be affected by era-defining events such as the war in
Ukraine and the COVID-19 pandemic, securing a level of safety and prosperity
remains at the forefront of any foreign policy agenda. As threats to security
continue to emerge year after year in cyberspace, middle powers must cooperate
amongst themselves in order to adapt to and find their footing in this new reality.

Through actively pursuing cyber confidence-building measures, middle powers
are able to further align themselves politically with potential allies, laying the
building blocks for trust, transparency, and knowledge as to where each other's
capabilities lie — enabling capabilities based cooperation to take place and for
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bolting on to, or even creating new diplomatic structures. Likewise, cyber
capacity-building measures provide middle powers the means to enhance their
engagement in the Indo-Pacific and establish deeper ties with regional partners,
whether that be through a normative or pragmatic approach. Through fostering
cyber capacity-building, middle powers are able to address the region's growing
cybersecurity concerns, developmental divide, and infrastructure and
communications gap to further build toward the goals of safety, resilience, and
prosperity within the Indo-Pacific. By engaging in proactive neo-middle-power
diplomacy and treating with the multitude of middle powers in the region, middle
powers are able to become more effective, capable, and autonomous
stakeholders.
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