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Network Management Automation Using Large Language Models

Motivation

Network management has become increasingly

complex.

Intent-Based Networking (IBN) and network
programmability (P4) provide a more flexible, high-
level approach to network control.

Large Language Models (LLMs) make it easier to
translate natural-language instructions into
programmable network behavior [1,2].

Problem

P4 (language for programming the network data
plane) is underrepresented in LLM training data,
and natural-language intents are highly variable,
leading to poor P4 code generation [3].

Research Question:
How can an Al system help automate the
generation of complex network programs
from a high-level, natural-language intent?
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Design & Implementation
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Fine-tuning:
® QLOoRA fine-tuning on P4 examples ® Warmup + cosine decay for stability
® Trained only LORA adapters; base model mostly frozen ® Flash Attention 2 for speed ~40 min
® Gradient accumulation for memory efficiency training on one GPU
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Experimental Setup

Base model: DeepSeek-Coder-V2 Instruct 16B [3]

Dataset size: 400+ P4 code samples

Prompting: Zero-Shot - Few-Shot - Chain-of-Thought
Metrics: Compilation rate (p4c) - pass@k (p4c + P4Testgen)
Compared: Qwen 3 Max - Llama 4 Maverick - GPT-5 Mini

Compilation Rate

Does the generated P4 code
compile?

Validated using the p4c reference
compiler.

Necessary but not sufficient for
functional correctness.

= Evaluation Pipeline

pass@k

Is at least 1 of k generated

programs correct?

Generate n=100 programs per

prompt.

Validated with p4c + P4Testgen.
Report pass@1 and pass@10.

Generate
N COMPILE — TESTS —

n=100 programs p4c compiler

P4Testgen

k=10r10

A sample passes if it compiles (p4c) and passes all functional tests (P4Testgen).
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Tzrget BMvZ with vimodel and ensure the output works with 108 inout metadata meta,
pac. 109 inout standard_metadata_t standard_metadata) {
2 |User:
3 |y t] ilable P4_16 for BMv2 111 action drop() {
ou are generating one compllable P4_16 program tor BHv 112 mark_to_drop(standard_metadata)
vimodel. 113 3
6 |[TASK: . .
. ; . 115 action ipv4_forward(macAddr_t dstAddr, egressSpec_t port) {
7 Imple:en? ;he network 12tentf Implsmznt a baglc Ethernet standard_metadata.egress_spec = port
iwltc d"'."lt source MAC learning and destination MAC hdr.ethernet.srcAddr = hdr.ethernet.dstAddr:
» Y:;ga;O;EE.SCHEMA' hdr.ethernet.dstAddr = dstAddr
: hdr .1 . = Lipv4d. - 1;
11 (The following YANG model defines the data structure and 120 } dr.ipv4.ttl hdr.ipv4.ttl 1
12 9??3;;:1"t5: 122 table mac_learning {
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forwarding. . size = 1024;
9 L3SEXAMPLES: L. . . default_action = drop():
136(Here are examples of similar network intents and their P4 132 }
implementations:
138(Example 1: T
- . . 146 apply {
Iigintint. imﬁ}emént a basic stateful firewall. 147 if (hdr.ipva.isvalid()) {
141,T? imen ation: 148 mac_table.apply();
<F El P4 code impl tations 149 } else if (hdr.ethernet.isvalid()) {
U code 1implementation 150 mac_learning.apply();
368/ Example 2: 12: 1 }
369|Intent: Implement basic L3 forwarding with Explicit 153}
Congestion Notification (ECN).
il :.[’!'F'lf"e"tatm”: 194 |ViSwitch(
< El de impl fans 195 [MyParser(),
<Full P4 code implementation 196 MyVerifyChecksum(),
197 [MyIngress(),
622|REQUIREMENTS: 198 MyEgress()
623|- Target: BMv2 with vimodel architecture 199 MyComputeChecksum()
627|- Use the YANG model schema to understand data structures 200 |MyDeparser () !
634|{Generate the P4 program now: 201|) main
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Fine-Tuning

* Fine-tuning on 400+ P4 samples improves
compilation from 30% — 76% and Pass@1 from
40% — 88%.

* Fine-tuned 16B model outperforms Qwen 3 Max,
Llama 4 Maverick, and GPT-5 Mini on pass@1.

Prompting Strategies

« Zero-shot fails completely (0% compilation for
base model) — LLMs need domain examples for
P4

* Few-shot prompting boosts compilation across all
models — up to +40 pp over zero-shot.

« Chain-of-Thought helps (15% — 60% for fine-
tuned) but few-shot remains strongest overall.

Intent Classification

 TF-IDF + SVM classifier retrieves top-2 category
examples via few-shot retrieval, improving code
generation by 10% over random selection.

Conclusion & Future Work

LLMs can support intent-driven network management
automation:

We achieved up to 98% compilation success and 48-
100% pass@k success.

Future work:

Improve generation & verification quality

Add runtime verification and feedback

Test on broader network scenarios and policies
Expand classifier-guided retrieval to support validation
and automated retraining
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